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1. OBILIHUE MNOJIOKEHUSA
1.1. TepMuUHBI U ONpeCTICHUS

IlepconanbHble JaHHBbIE - J100ass UHPOpPMAIUS, OTHOCSIIASCS K MPSIMO WJIM KOCBEHHO
OTpEeNIETICHHOMY HIIH OTpeAeisieMoMy puznueckomy Tuiy (CyOBbEKTY MepCOHaNbHBIX JaHHBIX).

Omneparop - rocynapCTBEHHBIM OpraH, MYHMIIMIIAJIBHBIN OpraH, MOPUIUYECKOE WU
bu3nueckoe JUI0, CAMOCTOSTEIBHO UM COBMECTHO C JPYTUMH JIMIIAMH OPTaHU3YIOUIe U (MIIH)
OCYIIECTBIAIONINE 00pa0OTKy NEPCOHAIBHBIX JAHHBIX, a TAKKE OMPEACIAIONINE eI 00padoTKH
MEPCOHANBHBIX JAHHBIX, COCTAB MEPCOHAJIBHBIX JAHHBIX, MOMAJIEKAIIUX 00paboTKe, JEUCTBUA
(omepartiuu), coBepiiaeMble ¢ MePCOHATBLHBIMU JTAHHBIMH.

OO0padoTKa MepCOHANBHBIX JAHHBIX - JTI000€ JeicTBHE (Omepals) Uid COBOKYITHOCTh
JercTBUM (omepaliuii), COBEpIIAEMBIX C HCIIOJIb30BAHMEM CPEJCTB aBTOMATH3allUM WU 0Oe3
WCIIOJIb30BAHMSI TAaKUX CPEIACTB C TNEPCOHAIBHBIMU JAaHHBIMM, BKJIIOYas cOOp, 3amuch,
CUCTeMAaTH3aIUI0, HAKOIUICHWEe, XpaHEeHUe, yTOUHeHUe (OOHOBIEHUE, U3MEHEHHE), U3BIICUCHHE,
UCIIOJIb30BaHME, TNepenauyy (paclpocTpaHEHUe, MPEJOCTaBIECHUE, JOCTYI), OO0E3TUYHBaHUE,
OJIOKMpOBaHUE, YAAJIEHUE, YHUUTOKEHUE EPCOHATBHBIX TaHHBIX.

ABTOMATH3HPOBaHHAasi 00pa0oTKa  NEpPCOHAJbHBIX JaHHBIX -  0o0paboTka
MEPCOHATBHBIX TAHHBIX C TOMOIIBIO CPEICTB BHIYUCIUTEILHON TEXHUKU.

PacnpocTpaneHue nmepCcOHANbHBIX JAHHBIX - JCHCTBUSI, HANPABICHHBIC HA PACKPHITHE
MIEPCOHAIBHBIX TAHHBIX HEOMPEIEJICHHOMY KPYTY JIHUII.

IIpenocraBiieHue NMEePCOHAJIBHBIX JAHHBIX - JCHCTBUS, HANPABJICHHbIE HAa PACKPBHITHE
MIEPCOHAIBHBIX JIAHHBIX OMPEIEICHHOMY JIMILY WA ONPEEICHHOMY KPYTy JIUII.

biioknpoBaHHe TNEePCOHAJNBLHBIX [aHHBIX - BpPEMEHHOE IMpeKpalleHue oO0paboTKu
MEPCOHATBHBIX JaHHBIX (32 MCKIIOYEHHEM Cily4yaeB, eciau o0paboTka HeoOXoauma IS
YTOYHEHHUSI IEPCOHAIBHBIX JIAHHBIX).

YHUYTOKEHHE MEePCOHATBbHBIX JAHHBIX - JICUCTBUS, B PE3YJIbTATE KOTOPHIX CTAHOBUTCS
HEBO3MOXHBIM BOCCTAHOBUTH COJIEpKaHKE TEPCOHANBHBIX JaHHBIX B HH()OPMAIIMOHHOMN CUCTEME
MEePCOHATBHBIX JAHHBIX U (MJIK) B PE3yJbTaTe KOTOPHIX YHHUTOXKAKOTCS MaTepUaabHble HOCUTEITU
MIEPCOHABHBIX JAaHHBIX.

O0e3MunBaHue MEPCOHANBHBIX [aHHBIX - JCHCTBUS, B pE3yJbTaTe KOTOPBIX
CTAaHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BAHMS JIOTIOJHUTEIBHON WHGOPMAIUU OIPECIIUTh
MPUHAITICKHOCTh IEPCOHATIBHBIX JIAHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATIBHBIX JAHHBIX.

NudopmannonHas cucreMa NepcOHATbHBIX JaHHBIX - COBOKYITHOCTh COJIEPXKAILIUXCS B
0a3ax JTaHHBIX MEPCOHAIBHBIX JAHHBIX M OO0ECMEYHBAIONIUX MX 00pabOTKy WMH(OPMAIIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEICTB.

TpancrpanuyHasi mnepefadya NePCOHANBHBIX [JaHHBIX - Tepenada MepPCOHATBHBIX
JaHHBIX Ha TEPPUTOPHUIO0 HTHOCTPAHHOTO rOCYJapCTBA OPraHy BJIACTH MHOCTPAHHOTO rOCY1apCTBa,
WHOCTPAaHHOMY (DU3MYECKOMY JIMILY WJIM HHOCTPAHHOMY IOPUIUIECKOMY JIHILY.

1.2. Ha3nayeHwue u paBOBasi OCHOBA JJOKYMEHTa

[Monutuka Y3P agmunuctpamuu r. Brmagumupa ompenenser cuctemy B3TJSIIOB Ha
npobneMy obecrieueHus: 0O€30MacCHOCTH TMEPCOHAIBHBIX JIAHHBIX U TPEACTaBIseT COO0O0M
CUCTEeMATH3UPOBAHHOE HM3JI0KEHUE IIeNiel W 3a/1ad 3allUThl, KaK OJHO WJIM HECKOJBKO IMpaBuII,
MPOLIEYp, MPAKTUYECKUX MPUEMOB M PYKOBOJSIINX MPUHIIUIIOB B 001acTd MHGOPMAIIMOHHOM
0e30macHOCTH, KOTOphIMH pykoBojacTByercss Y 3P agMuHucTpanuu r. Bragumupa B cBoeit
JCATCIIBHOCTH, A  TaKKE€  OCHOBHBIX  NPHHIIMIIOB  IOCTPOCHUS,  OPTaHW3AIMOHHBIX,
TEXHOJIOTHYECKUX W TIPOIEAYPHBIX AacCHeKTOB oOecredeHus Oe30MacHOCTH TEPCOHATBHBIX
JTAHHBIX.

3akoHoaTebHON OCHOBOM Hactosimen [lonutuku sBasitorcss Konctutyuus Poccuiickoit
OQenepanun, ['paxnmanckuii, YronoBHbld U TpymoBon koxaekcel, denepanbHbld 3aKOH OT
27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX», 3aKOHBI, YKa3bl, IOCTAHOBJICHHUS, IPYrHe
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HOPMAaTHBHBIE JIOKYMEHTBl JEHWCTBYIOLIETO 3aKOoHoarenbcTBa Poccuiickoit ®Denepanny,
nokyMeHTsl PCTOK u ®Cb Poccuu.

HUcnonp3oBanue naHHou [IoJMTHKKM B KayecTBE OCHOBBI ISl MOCTPOEHUS KOMIUIEKCHOM
cHCTeMbl HMH(POPMAIIMOHHOW OE30MaCHOCTH MEPCOHATBHBIX AaHHBIX Y 3P anmMuHucTpanuu
r.Biiagumupa no3BoiuT ONTHMU3UPOBATH 3aTPATHI Ha €€ MOCTPOCHHE.

[Tpu pa3zpabotrke [loMMTUKN YyYUTBHIBAIMCH OCHOBHBIE MPUHLHUIIBI CO3/IaHUS KOMIUIEKCHBIX
cucteM oOecriedeHuss 0€30MacHOCTH HMH(POpMalMM, XapaKTepUCTUKM M BO3MOXKHOCTHU
OpPraHM3alMOHHO-TEXHUYECKUX METOJOB U COBPEMEHHBIX allapaTHO-IPOTPAMMHBIX CPEACTB
3aIUTHI U TPOTUBOAECHCTBUS yrpo3aM 0€30M1aCHOCTH HH(pOpMAIUK.

OcHoBHble nonoxkeHus [lonutukn 6a3upyroTcs Ha KaueCTBEHHOM OCMBICIEHUH BOIIPOCOB
0e30macHOCTH MH(POPMAIMKU U HE 3aTParuBaroT BOIPOCOB 3KOHOMMYECKOTO (KOJIMUYECTBEHHOIO)
aHaJIM3a PUCKOB U 000CHOBaHMS HEOOXOJMMBIX 3aTpaT Ha 3aIUTY HH(POPMALUU.

2. OBBEKTHI 3AIIIUTHBI

OCHOBHBIMH O0OBEKTAMH CHCTEMBbI 0E30MACHOCTH IEPCOHAJIbHBIX JaHHbBIX B Y 3P
aIMUHUCTpaluu r.Biagumupa ssisrotes:

—  uH(OpPMAIMOHHBIE  PECypChl C  OTPAHUYCHHBIM  JIOCTYIIOM,  COJEpIKallue
MIePCOHAIbHBIC TAHHBIC;

—  mporecchl 00pabOTKH TMEPCOHANBHBIX JaHHBIX B HWH(OPMAIIMOHHON CHCTeMe
nepcoHaNbHBIX MaHHbIX Y 3P agMuHucTpauuu r.Biaaumupa, uadopMaioHHbIC TEXHOIOTHH,
periaMeHThl U IpoIeaypsl coopa, 00paboTKU, XpaHeHus U nepeaadnd nHGopMaluu, mepcoHall u
MOJIb30BaTENIEH CUCTEMBI U €€ 00CITYKUBAIOIINI TIEPCOHATT;

—  uHbopManmoHHas WH(PPACTPYKTypa, BKIIOUAOIIAsT CUCTEMBI O0OpabOTKM M aHaln3a
uH(pOpMaIINK, TEXHUYECKHE U IPOrPaMMHBIE CPEJICTBA €e 00pabOTKH, mepeauu U 0ToOpaKeHus,
B TOM YHCJIE KaHaJIbl MHPOPMAIMOHHOTO OOMEHA M TEJIEKOMMYHHUKAIIMH, CUCTEMbI U CPEICTBA
3amuThl HPOpMaLIUU, OOBEKTHI U TOMEIICHUS, B KOTOPBIX PACIIOJIOKEHBI TEXHUYECKHUE CPEJICTBA
00pabOoTKH MePCOHATBHBIX JAHHBIX.

3.  IEJHU U 3AJIAYM OBECIIEYEHHWS BE3ONMMACHOCTH NEPCOHAJIBHBIX
JTAHHBIX

3.1. HNHrepecsl 3aTparuBaeMbix CyObeKTOB HH(GOPMAIIMOHHBIX OTHOIICHUA

CyObektamu  WH(OPMAIMOHHBIX  OTHOIIEHWH TpH  oOecreuyeHnn Oe30ImacHOCTH
NepCOHANBHBIX AaHHBIX Y 3P anMuHUCTpanuu r.BaagumMupa seistoTces:

— V3P anvuHuctpanuu r.Brmagumupa, kak CcoOCTBEHHHUK HH(DOPMAIIMOHHBIX
PECYpCOB;

—  PYKOBOICTBO W coTpyanuku Y 3P agMuHuctpanuu r.Biagumupa, B cOOTBETCTBHU
C BO3JIOKCHHBIMHU Ha HUX (DYHKIIUSAMU;

—  rpaxkpaane, oOpamiatoriuecs B Y3P agmuHuctpanuu r.BiaguMupa mo Bompocaw,
oTHocsmuMCs K komnerenimu Y 3P agmMuauctpaunu r.Bnagumupa.

[lepeuncnenHple  CyObEKTh  HH(POPMAIMOHHBIX  OTHOIIEHHWH  3aMHTEPECOBaHBI B
o0ecreueHn :

—  CBOEBPEMEHHOTO JIOCTylla K HEOOXOMUMBIM UM TEPCOHAIBHBIM JaHHBIM (KX
JOCTYITHOCTH);

—  JIOCTOBEPHOCTH (ITOJHOTHI, TOYHOCTH, aJCKBATHOCTH, LEIOCTHOCTH) MEPCOHATBHBIX
JTAHHBIX;

—  KOH(HICHIIMAIBHOCTH (COXpAaHCHHMSI B TAlHE) MEPCOHATBHBIX TaHHBIX;



—  3aWUTBl  OT HAaBS3bIBAHUS UM  JIOKHBIX  (HEJOCTOBEPHBIX, HCKAKCHHBIX)
MIEPCOHAIILHBIX TAHHBIX;

—  pasTpaHMYeHHs] OTBETCTBEHHOCTH 3a HapyIIeHUs UX TpaB (MHTEPECOB) U
YCTaHOBJIEHHBIX TIPABUII OOPAICHHUS C IEPCOHAILHBIMU JIaHHBIMU;

—  BO3MOYKHOCTH OCYIIICCTBJICHHSI HEMTPEPHIBHOTO KOHTPOJIS M YIPABICHUS MPOIECCaMHU
00paboTKHU U TIepeaun MePCOHATBHBIX JTAHHBIX;

—  3alMTHI MEPCOHANBHBIX JAHHBIX OT HE3aKOHHOTO PACIIPOCTPAHCHUS.

3.2. Llemwu 3aniuThl

OCHOBHOM 11€7IbI0, HA JIOCTHUXKEHHWE KOTOPOUW HAamlpaBiIeHbl BCE MOJIOKEHUS HACTOAIIEH
[TonauTuky, SBISETCS 3alUTa CYOEKTOB HHPOPMAIIMOHHBIX OTHOIICHHH Y 3P aqMuHUCTpauu
r.Binagumupa ot Bo3MOKHOTO HaHECEHHS] UM MaTepUAIBHOTO, PU3NIECKOTO, MOPAIBHOTO WA
WHOTO ymiepOa, TMOCPEJICTBOM CIy4yalHOTO WM TMpPEJHAMEPEHHOTO BO3JCHCTBUS  Ha
nepcoHaIbHbIE JaHHBIE, UX HOCUTEIH, IPOIECChl 00pabOTKH U Mepeaayu.

VYkazaHHas 1[eJb JTOCTUTAETCA MOCPEICTBOM O0ECIEUEHHUSI U MOCTOSTHHOTO MOJIEp KaHUs
CJIETYIOIINX CBOMCTB NEPCOHATBHBIX TaHHBIX:

—  JIOCTYITHOCTH MEPCOHANBHBIX JAHHBIX IS JIETAIBHBIX MOJIb30BaTENeH (yCTONYHBOTO
GYHKIIMOHUPOBaHUS WHPOPMAIMOHHBIX cucTeM Y3P anmuHucTtpanuu r.Braagumupa, mpu
KOTOPOM TOJIb30BATEIN UMEIOT BO3MOKHOCTH MOJYYEHUS HEOOXOAUMBIX MEPCOHATBHBIX JaHHBIX
Y PEe3yJIbTaTOB PEIICHUS 3a/1a4 3a MPUEeMIIEMOe ISl HUX BpeMsi);

—  LETOCTHOCTM ¥ AayTEHTUYHOCTH (TMOATBEP)KIEHHUE AaBTOPCTBA) MEPCOHAIBHBIX
JTaHHBIX, XPAaHUMBIX U 00pabaThiBaeMbIX B HH(GOPMALMOHHBIX cHcTeMax Y 3P agMuHUCTpaIuu
r.Bnagumupa u nepegaBaeMple 1Mo KaHallaM CBSI3H;

—  KOH(MIEHIMATBHOCTU - COXpaHEHHsS B TallHE MEPCOHAJIBHBIX IAHHBIX, XPAHUMBIX,
o0OpabaThIBa€MbIX U MEPEIaBACMBIX 10 KaHaJlaM CBSI3H.

HeoOxomuMblii  ypoBEeHb  JOCTYMHOCTH, LEIOCTHOCTH H  KOH(PHUIECHIHUATBHOCTU
MIEPCOHATBHBIX JaHHBIX O0ECIEUYMBACTCS COOTBETCTBYIOIIMMH MHOXECTBY 3HAUYUMBIX YTPO3
METOJIaMU U CPEJICTBAMHU.

3.3. OcHOBHBIE 3aJ]Ja4l CUCTEMBI 00ecreueHnsi 6€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX

Jlnst  noCTHMXKEHUST OCHOBHOM 1M 3alllUThl U OOeCredYeHHs] YKa3aHHBIX CBOWCTB
NEPCOHANBHBIX JIAaHHBIX CHCTeMa obecreueHus uHpOpMannoHHOW Oe3omacHocTn Y 3P
aJIMUHHCTpanuu r.Bragumupa nomkHa obOecrieunBath 3((EKTUBHOE PEIICHUE CIIETYIOUIIX
3amad:

—  CBOEBPEMEHHOE BBISBICHHE, OIEHKA H MPOTHO3WPOBAHUE HCTOYHUKOB YTPO3
MH(OPMALIMOHHON 0€30MacHOCTH, MPUYMH U YCJIOBMM, CIIOCOOCTBYIOIIMX HAHECEHHIO yIiepOa
3aMHTEPECOBAHHBIM CYOBEKTaM HMH()OPMALMOHHBIX OTHOUICHWH, HApYIIEHUIO HOPMaJbHOTO
(byHKIMOHUPOBaHUS MHPOPMAIMOHHBIX crcteM Y 3P anmuuucTtpanuu r.Bnagumupa,

—  CO3/aHMEe MEXaHW3Ma OIEPAaTUBHOTO pearupoBaHUs Ha YTPO3bl OE30MaCHOCTH
nHGOpMAIK U HETaTUBHBIC TCHICHITNH;

—  CO3/aHue YCJIOBUH /i MUHHUMM3AIMM W JIOKaJM3allMM HaHOCHMOTO yuiepOa
HEMPaBOMEPHBIMU JCHCTBUAMU (U3MYECKUX U IOPHIMYECKHX JIMI, OCIa0JIeHHE HEraTHBHOTO
BJIVSTHHSI 1 JIMKBUJIAIUS TIOCTICICTBUI HapyIIeHHs 0€30MTacCHOCTH WH(POPMAIIHH;

—  3amMTy OT BMEIIATENbCTBA B Tpolriece (QYHKIMOHUPOBAHUS WH(POPMAIIMOHHBIX
cucteM Y 3P amMuHUCTpanuu r.BiaguMupa nocTopoHHUX JUIl (I0CTYN K HHOPMAIHOHHBIM
pecypcaM JIOJDKHBI HMETh TOJBKO 3aperHCTPUPOBAHHBIE B  YCTAHOBJICHHOM  IOPSJIKE
MOJIb30BATENN );

—  pasTpaHMYCHHE JOCTyIa T[OJb30BaTelNe K WH()POPMAMOHHBIM, anmnapaTHBIM,
IpOrpaMMHBIM U UHBIM pecypcam Y 3P anmunuctpanuu r.Bnagumupa (Bo3MOKHOCTh TOCTYIa
TOJIKO K TEM pecypcaM U BBHITIOJIHEHHUS TOJIBKO TEX ONEepalnuii ¢ HUMH, KOTOPhIe HEOOXOIUMBI



KOHKPETHBIM TIOJIb30BATENISIM JUIsI BBITIOJIHEHHSI CBOUX CIY)KEOHBIX O0Os3aHHOCTEH), TO €CTh
3alIUTY OT HECAHKIIMOHHUPOBAHHOTO JIOCTYIIA;

—  ofecrnieueHne ayTeHTU(UKALMU TIOIH30BATEIICH, YUACTBYIOIUX B WH(OPMAITMOHHOM
oOMeHe (ToATBEpIKIeHNE TTOITTMHHOCTH OTIIPABUTENIS U TTOTydaTesst HHpopMaIm);

—  3aMUTy OT  HECAHKIUOHUPOBAHHOWM  MOAUQPUKANIMA  HCIOJB3YEeMBIX B
uHpOpMaIOHHbIX cucTemMax Y 3P aamuHucTpanuu r.BiaguMupa nmporpaMMHBIX CpPEJICTB, a
TaKKe 3allUTy CHCTEMBI OT BHEIPCHHS HECAHKIIMOHHPOBAHHBIX IPOTPaMM, BKIIOYAs
KOMITBIOTEPHBIC BUPYCHI;

—  3amury WHGOPMAIMH OTPAHWYEHHOTO TMOJIB30BAHHS OT YTEYKH 10 TEXHHYECKHM
KaHaJIaM Mpu ee 00paboTKe, XpaHEHUH U Tlepejaye Mo KaHajiaM CBS3U.

3.4. OCHOBHEBIE IIYTH pCHICHUA 3aa4 CUCTCMbI 3allIUThI

[TocTaBieHHBIE OCHOBHBIC IIEJIM 3alllUTHl W PEUICHHE TICPEUYHMCICHHBIX BHINIE 3a/1a4
JOCTUTAIOTCSI:

—  CTpOTHUM YYETOM BCEX MOJUJICKAIIMX 3alIUTEe PECYypcOB MHPOPMAIMOHHBIX CHCTEM
V3P agvmunuctpanuu r.Bragumupa (uabopmanuu, 3amad, JOKYMEHTOB, KaHAJOB CBS3H,
CepBEpOB, aBTOMAaTU3UPOBAHHBIX pa00OYMX MECT);

—  OKypHaJMpPOBaHWEM JICUCTBHUN IEPCOHANA, OCYIIECTBIIIIONICTO OOCITYy)KHBAHHE W
MOTU(PHUKAIHIO TPOTPAMMHBIX M TEXHUYCCKUX CPEACTB MHPOPMAITMOHHBIX CUCTEM;

—  TIOJHOTOW, pEaJbHON BBITIOJHUMOCTBIO W HEMPOTUBOPECYMBOCTHIO TpPeOOBaHUI
OpraHU3alMOHHO-PACTIOPSAUTEILHBIX JOKyMeHTOB Y 3P amMuHucTpanuu r.Biaaumupa mo
BompocaM obecrieueHus: 6e30MmacHOCTH HHpopManuy;

—  MOATOTOBKOW JODKHOCTHBIX JIUI (COTPYTHUKOB), OTBETCTBEHHBIX 32 OPTaHHU3AIUIO U
OCYIIECTBJICHHE TPAKTHUYCCKUX MEPONPUATHNA TIO0 OOECIEYCHHIO 0E30MacHOCTH TEePCOHATBHBIX
JAHHBIX U MPOIIECCOB UX 00PaOOTKH;

—  HAJEJCHHEM KaXJOro COTPYAHHKA (ITOJIb30BATENs) MUHUMAJIBHO HEOOXOJIMMBIMU
JUTS BBITIOJTHEHUST UM CBOHMX (DYHKIIMOHAIBHBIX OOSI3aHHOCTEH IOJIHOMOUYHSMH IO JOCTYIy K
uHpOpMaIMOHHBIM pecypcam Y 3P anmunucTpanuu r.Bnagumupa,

—  YeTKMM 3HAaHUEM H  CTPOTUM  COONIOACHHUEM  BCEMH  TIOJb30BaTEISIMU
uHpOpMaIoHHbIX cucTeM Y 3P anMmunucTparuu r.Baagumupa tpeboBanuii opraHu3anoOHHO-
pacnopsiIUTENbHBIX TOKYMEHTOB 10 BOTIpOcaM o0ecrieueHust 0€30MacHOCTH HH(pOopMaIny;

—  TEpPCOHANLHOM OTBETCTBEHHOCTHIO 32 CBOM JIEHCTBUS KaXJOTO COTPYIHUKA, B
pamMKax CBOMX (YHKIIMOHAJIBHBIX OOSI3aHHOCTCH HMMEIOIIET0 JOCTYN K WH()OPMAIIMOHHBIM
pecypcam Y 3P agMunuctpanuu r.Biagumupa;

—  HETMPEPBIBHBIM MOJICPKAHHEM HEO0OXOIUMOTO YPOBHS 3alUIICHHOCTH 3JIEMEHTOB
uHpopMaIroHHo# cpensl Y 3P aqMunuctpanuu r.Baagumupa;

—  NpuMeHeHUueM (PHU3UYECKUX M TEXHHUYECKHX (MIPOrpaMMHO-ANMapaTHBIX) CPEICTB
3alIUTBl  PECYpPCOB CUCTEMBl W  HENPEPBIBHOW  aJMUHHUCTPATUBHOM  IOIIEPKKOM  HX
WCIIOJIb30BAHHS,

—  2(¢(deKTUBHBIM KOHTPOJEM HaJ COOJIOJCHUEM IOJIh30BATEISIMU WH(POPMAIIMOHHBIX
pecypcoB Y3P anmunuctpanuu r.Biaagumupa tpeboBaHuii 1m0 0OeCHeYeHHIO 0E30MaCHOCTH
uHpOpMaIHH;

—  IOpUAMYeCKOW 3amuroit uHTepecoB Y 3P aamuuuctpauun r.Brmagumupa mpu
B3aMMO/ICHCTBUU C BHEIIHUMH OPraHU3alUIMHU (CBSI3aHHBIE ¢ OOMEHOM MEPCOHAIBHBIX JTaHHBIX)
OT TPOTHUBOIIPABHBIX JEHCTBUH, KaK CO CTOPOHBI OSTUX OpraHW3alMi, TaK W OT
HECAHKIIMOHUPOBAHHBIX JIEHCTBUI 00CTYKHUBAIOIIETO IMEPCOHAJIA U TPETHUX JIUII.



4. OCHOBHBIE TIPUHIUIIBI IOCTPOEHUSA CUCTEMbBI BE3OITACHOCTHU
IHNEPCOHAJIBHBIX JTAHHBIX

[TocTpoeHue cucTeMbl, oOecrevYeHUus] Oe30MacHOCTH MEPCOHANBHBIX JaHHbIX Y 3P
agMuHUCTpanu r.Biagumupa, u e€ (QyHKIMOHUPOBAaHHWE JOJDKHBI OCYIIECTBIATHCS B
COOTBETCTBUU CO CJICTYIOIIUMHU OCHOBHBIMHU MPUHITUITAMHU:

—  3aKOHHOCTH;

—  CHCTEMHOCTb;

—  KOMIUIEKCHOCTB;

—  HETPEPHIBHOCTE;

—  CBOEBPEMEHHOCTH;

—  TPEEeMCTBEHHOCTH M HEMPEPBHIBHOCTH COBEPIICHCTBOBAHUS;

—  pa3ymHasi JOCTaTOYHOCTH (IKOHOMHUYECKAS I[€J€CO00Pa3HOCTB);

—  TIepCOHANbHAsl OTBETCTBCHHOCTD;

—  MUHHMH3AIHS TOTHOMOYHIA;

—  UCKJIIOYCHUE KOH(DIMKTa MHTEPECOB;

—  B3aUMOJICHCTBHUE U COTPYTHUYECTBO;

—  THOKOCTH CHCTEMBI 3aIlIHTHI,

—  TPOCTOTa MPUMEHEHUS CPEJCTB 3aIUTHL;

—  00OCHOBaHHOCTH M TEXHHYECKAS PEaTM3yeMOCTh;

—  crHemnmagu3aiys u mpoeCcCHOHAIN3M,

—  00s13aTe’NbHOCTb KOHTPOJIS.

4.1. 3aKOHHOCTH

[IpenrmonaraeT OCYIIECTBICHHE 3alIUTHBIX MEPONPUITHA H Pa3pabOTKy CHCTEMBI
0€30MacHOCTH MEePCOHATBHBIX AaHHBIX Y 3P anMuHucTpauu r.BiaauMupa B cCOOTBETCTBUH C
JCHCTBYIOIIMM 3aKOHOJATEIBCTBOM B O0JIACTH 3allIUTHI ICPCOHATBHBIX JAHHBIX, @ TAKXKE APYTHX
3aKOHOJATENIBHBIX aKTOB 10 Oe3omacHocTH wuHpopManuu P®d, ¢ mnpumeHeHneM Bcex
JIO3BOJICHHBIX METOJIOB OOHApPY)KCHHUS W TPECEUYCHHS TMpaBOHAPYIICHWH mpu padoTe C
MepCOHATBHBIMU JaHHBIMU. [IpUHATHIE MEepBl OE30MACHOCTH MEPCOHAIBHBIX JAHHBIX HE JOJKHBI
MPemnsITCTBOBaTh ~ JOCTYNy  MPAaBOOXPAHUTEIBHBIX  OPTaHOB B TIPEAYyCMOTPEHHBIX
3aKOHOJATEIIbCTBOM CITy4asX.

Bce monb3oBatenu wHOpMAMOHHBIX cucteM Y3P aamubucTpanuu T.Biagumupa
JIOJKHBI UMETh TIPeJICTaBlIieHne 00 OTBETCTBEHHOCTH 3a MPaBOHAPYIIECHUS B 00JIaCTH 00pabOTKH
MIEPCOHAIILHBIX JIAHHBIX.

4.2. CUCTEMHOCThH

CucteMHBIi TIOAXOM K TOCTPOCHUIO CHCTEMbl 3ammrthl uHGopMmammu B Y3P
agMUHUCTpauuu  r.Brmagumupa  mpedmonaraer  yd4eT — BCEX  B3aMMOCBSI3aHHBIX,
B3aWMOJICHCTBYIOINX W U3MCHSIONMXCS BO BpPEMEHH OJIIEMEHTOB, YCIOBHHA U (DaKTOPOB,
3HAYMMBIX JUIS IOHUMaHHS M pelleHus mpo0iaeMbl obecrieueHus: 0e30MacHOCTH MEePCOHATBHBIX
JTaHHBIX.

[lpu co37aHMU CHUCTEMBI 3alIUThl JO/DKHBI YYHTHIBATBCSA BCE CiaOble W Haubosee
ysS3BHMBIC MecTa WHPOpMAIMOHHBIX cucteM Y3P aamunuctpauuu r.Brangumupa, a takxe
XapakTep, BO3MOXKHBbIE OOBEKTHI M HANpaBJICHUS aTaKk Ha HEE CO CTOPOHBI HapylIHTENel
(0COOCHHO BBICOKOKBAJTU(HUIIMPOBAHHBIX 3JI0YMBIIUICHHUKOB). CHCTeMa 3alldThl JTOJDKHA
CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX KAHAJIOB TMPOHUKHOBEHUS U
HECaHKIMOHUPOBAHHOTO JOCTYNa K WH(POPMAIWU, HO U C y4ETOM BO3MOXKHOCTH MOSIBICHHUS
NPUHIMITHAIBHO HOBBIX MyTEH peann3alnuu yrpo3 0e30MacHOCTH.



4.3. KoMIUIeKCHOCTH

KoMmiekcHoe HCIOJIb30BaHUE MCTOOOB M CPCACTB 3alllUTbl KOMIIBIOTCPHBIX CHCTCM
npeanojaracTt CorjiiaCoBaHHOC IMPUMCHCHHUC PA3HOPOIHBIX CPCACTB IIPHU ITOCTPOCHUU LICJIOCTHOM
CHUCTEMbI 3all1UTHI, neperLIBanmeﬁ BCC CYHICCTBCHHELIC (3Ha‘II/IMBIC) KaHaJibl pCajin3anuun yrpo3
n HC coz[epxcamel‘/i ci1a0BIX MECT Ha CTBIKax OTACJIBHBIX €C KOMIIOHCHTOB. 3aH_II/ITa JOJDKHa
CTPOUTBHCA OHICIOHHPOBAHO. Bremnss 3ammTra  10KHA oOecrneynBaThCs @HSHH@CKI/IMI/I
cpeacTBaMu, OpraHn3allMOHHBIMU U IIPAaBOBBIMHU MCpPAMH.

4.4. HenpepbIBHOCTH 3aIUThI

ObecnieueHrne 0€30MacCHOCTH TMEPCOHAJIBHBIX JAHHBIX - TMPOILECC, OCYIIECTBISIEMbIN
pykoBojcTBOoM Y3P anmunucTpauuu r.Bmagumupa, agMuHUCTpatopamMu — 0€30MacHOCTH
WH(OPMAIIMOHHBIX CHCTEM W COTPYAHHKAMH BCEX YPOBHEHW. DTO HE TOJBKO M HE CTOJBKO
mpoLeaypa WIH MOJUTHKA, KOTOPasi OCYIIECTBISIETCS B OMPEJCICHHBIH OTPE30K BPEMEHU WIIH
COBOKYITHOCTb CPEJICTB 3aIlIUThI, CKOJIBKO IMPOIIECC, KOTOPBIM JOKEH MOCTOSHHO UATH Ha BCEX
ypoBHsix BHyTpu Y3P amMunucTpanuu r.Bragumupa. JlesTenbHOCTh MO 00ECTeUYEeHHIO
WH(OPMAIIMOHHOW 0E€30MacCHOCTH SIBJISIETCSI COCTAaBHOW YAaCThIO TOBCEAHEBHOW JIESTEILHOCTH
V3P agmunuctpanuu r.Bnagumupa, u e€ 3pGeKTHBHOCTD 3aBHCUT OT y4acTUsl PYKOBOJCTBA
V3P aamunuctpanuu r.BragumMupa B obecrieueHur WHPOPMAIMOHHONH 0E30MacHOCTH
MEPCOHAIBHBIX JTAHHBIX.

Kpome Ttoro, OONBIIMHCTBY (HU3WYECKUX M TEXHUYECKUX CPEJCTB 3allUTHI IS
3¢ (}HEKTUBHOrO BBINOJIHEHNS CBOMX (QYHKIUNH HEOOXOoAMMa IOCTOSHHAs OpraHu3aluOHHAas
(aAMUHUCTpaTUBHAs) TMOJJACpKKa (CBOEBpPEMEHHAs CMEHAa U OOecredeHue MPaBUIBHOTO
XpaHEHUs U MPUMEHEHHs] UMEH, MapoJjiel, nmepeonpeaeieHue MmoJHOMOuni U T.11.). [lepepbiBol B
paboTe CpeACTB 3alUThl MOTYT OBITH WCIOJIB30BaHBI 3JIOYMBINUICHHUKAME IS aHAJIA3a
MPUMCHIEMBIX METOJIOB M CPEJCTB 3allUTHI, I BHEIPCHHS CICIHAIBHBIX MPOTPAMMHBIX H
anmnapaTHbIX "3aKIa70K" U APYTUX CPEJICTB MPEOOJICHUS 3alUTHI.

4.5. CBOEBpEeMEHHOCTh

[Ipennonaraer ynpexaalomui xapakrep Mep o0ecredeHusi 0€30MacHOCTH MEPCOHAIBHBIX
JAHHBIX, TO €CTh IOCTAHOBKY 3a/lad MO KOMILJIEKCHOM 3alllUTe€ TEPCOHANBHBIX JaHHBIX U
peanmzanuio Mep oOecredeHrus Oe30MacHOCTH IEePCOHANBHBIX JaHHBIX HA PaHHUX CTaJIUAX
pa3paboTKu MHPOPMAIIMOHHBIX CUCTEM B LIEJIOM U UX CHCTEM 3aIllUThI, B YACTHOCTH.

Pa3paboTka cucTembl 3alIMTHI JOJKHA BECTUCH MapaJJIENbHO € pa3pabOTKON U pa3BUTHEM
caMoOi 3aIMIaeMol HHPOPMAIMOHHOW CHUCTEMBL. OJTO TO3BOJHT YYEeCTh TpeOOoBaHUS
0€30MacHOCTH TpPHU TMPOCKTUPOBAHUM APXUTEKTYpbl M, B KOHEYHOM CcueTe, co3[aTh Ooiee
s¢dexTuBHBIE (KaKk IO 3aTpaTaM pPEeCcypcoB, TaK W IO CTOMKOCTH) CHUCTEMBI, OOJaJaroliue
JOCTAaTOYHBIM YPOBHEM 3alTUIIICHHOCTH.

4.6. TIpeeMCTBEHHOCTh M COBEPIIICHCTBOBAHUE

[TpenronaraeT MOCTOSHHOE COBEPIICHCTBOBAHUE MEP M CPEJICTB 3aIMTHI NMEPCOHATBHBIX
JAHHBIX HA OCHOBE NMPEEMCTBCHHOCTH OPTraHMU3AIMOHHBIX M TEXHUYECKUX PEIICHUH, KaJpPOBOTO
COCTaBa, aHain3a (GYHKIHOHHPOBAHUS HWHGPOPMANMOHHBIX cucteM Y 3P aaMHUHUCTpalvu
r.Bnagumupa, u cucremsl €€ 3amuThl ¢ y4€TOM U3MEHEHHI B METOJaX M CPEJCTBAX IepexBara
uH(OpMaIMM, HOPMATHBHBIX TpPeOOBAHWU MO 3alIUTe, JOCTUTHYTOTO OTEYECTBEHHOTO W
3apyOeKHOTO OIbITA B 3TON 00JaCTH.

4.7. PazyMHasi 10CTaTOYHOCTh (3KOHOMHYECKAs 11e71eCO00Pa3HOCTD)

[IpennonaraeT CcOOTBETCTBHE YpOBHS 3aTpaT Ha o0ecrmeueHHe 0e30mMacHOCTH
NEPCOHANBHBIX JTaHHBIX I[IEHHOCTH WH(GOPMAIIMOHHBIX PECYpCOB M BEIHMYMHE BO3MOYKHOTO
yiiep6a OT UX pa3riialieHus, yrpaTbl, yTe4kd, YHUUTOKEHUS U UCKaKeHUd. Mcronb3yeMble Mepbl
U cpeactBa obecreyeHust 0€30MacHOCTH HH(POPMALMOHHBIX PECYPCOB HE JOJDKHBI 3aMETHO



yXyAIIaTh 3PrOHOMUYECKHE TOKa3aTeln paboThl KOMIIOHEHTOB MH(GOPMAIMOHHBIX cucTeM Y 3P
agMuHUCTpanuu r.Bragumupa. M3nummane Mepsl 0€30MacHOCTH, TTOMHMO YKOHOMUYECKOM
Her((HEKTUBHOCTH, TPUBOJAT K YTOMIICHUIO U Pa3pa)KEHUIO MepCoHaa.

Co3nath aOCOJIOTHO HEMPEOJOJUMYI0 CHCTEMY 3alUThl MPUHLUIIHAAILHO HEBO3MOXKHO.
[loxa mepcoHanbHBIE TaHHBIE HAXOIATCS B OOpalleHWH, MPHHUMAEMbIE MEPHl MOTYT TOJIBKO
CHHU3UTHh BEPOATHOCTh HETATUBHBIX BO3JCHUCTBUN WM ymIepOd OT HUX, HO HE HCKIIOYUTH HX
MOJIHOCTBIO. [IpHU JO0CTaTOUHOM KOJIMYECTBE BPEMEHH U CPEICTB BO3MOKHO MPEOJIONIETh JTI00YI0
3amuTy. [103TOMY IMeeT cMBbICT paccMaTpUBATh HEKOTOPBINA MTPUEMIIEMbIN YPOBEHb O0ECIICUCHHUSI
Oe3omacHOCTH. BpicokoadekTrBHASI cucTEMa 3aIIMTHl CTOMT JOPOro, UCHOJB3YET MpU paboTte
CYILIECTBEHHYIO YaCTh PECYpCOB M MOKET CO3/1aBaTh OLIYTHMbIE JOMOJHUTEIbHBIE HEY/I100CTBA
MOJIb30BaTeNsIM. Ba)kHO MpaBUIILHO BHIOPATh TOT JOCTATOYHBIN YPOBEHb 3allUTHI, IPU KOTOPOM
3aTpathl, PUCK U pa3Mep BO3ZMOXKHOTO yiiepOa Obuid Obl MPUEMIIEMBIMH.

4.8. TlepcoHanmbHasi OTBETCTBEHHOCTH

[Ipenmonaraer BO3JOXKEHHWE  OTBETCTBEHHOCTHM 3a  obOecrieueHue  OE30MacHOCTH
MEePCOHAIBHBIX JAHHBIX U CHUCTEMbl UX OOpabOTKM Ha KaKIOTO HA3HAYEHHOI'O COTPYIHUKA B
npenensax €ro IMOJHOMOYMHA. B COOTBETCTBMM € 3THUM NPUHLMIIOM paclpeaesieHue IpaB U
00s13aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM OOpa3oM, 4TOOBI B CiIydae JIFOOOT0 HAapyIICHHS
KpPYT BUHOBHUKOB OBLIT YETKO U3BECTEH WIIM CBEJIEH K MUHUMYMY.

4.9. MuHUMH3aIUs TOTHOMOYNN

O3HayaeT MpeaoCTaBIeHUE MMOTH30BATEIIIM MUHUMAJIBHBIX MPAaB JOCTYIA B COOTBETCTBUU
CO CIIY»KCOHOH HEOOXOAMMOCTHIO. JIOCTYN K MEePCOHATBHBIM JaHHBIM JIOJDKEH IPEI0CTABIISATHCS
TOJIbKO B TOM ClIy4ae M O0OBbEeMe, €CIM 3TO HEOOXOAMMO COTPYAHHKY JIJIS BBIMOJIHCHHUS €ro
MOJDKHOCTHBIX 00S3aHHOCTEMN.

4.10.VckmoueHne KOHMIMKTa HHTEPECOB (pa3aeiieHne QyHKITN)

OddextuBHas cucrema obecrieueHuss HHPOPMAIMOHHON 0€30MacHOCTH MpeAroaraet
YeTKOe pa3leleHne OOS3aHHOCTEH COTPYIHUKOB M WCKIIOUEHHE CHTyalHid, Korjaa cdepa
OTBETCTBEHHOCTH COTPYIHUKOB JomyckaeT KOH(IUKT wuHTEepecoB. Cdepbl MOTCHIIMAIBHBIX
KOH(MJIUKTOB JOJDKHBI  BBISBISATHCA, MHUHUMHU3HPOBATHCSA, W HAXOAUTCS TIOJ CTPOTHM
HE3aBUCHUMBIM KOHTpoyieM. Peanuzanusi JaHHOTO TPUHIUIA MPEANOoNaraeT, 4ro He OIWH
COTPYJIHUK HE JOJKEH HMETh ITOJTHOMOYHM, IMO3BOJISIONIMX €My €JIMHOJIMYHO OCYIICCTBIIATH
BBHITIOJTHEHUE KPUTHUYHBIX orepalruii. Hanenenue coTpyIHUKOB MOJTHOMOYHSIMH, TIOPOKIAIOITIMHI
KOH(MJIUKT HMHTEPECOB, JaeT €MY BO3MOXXHOCThH MOJTACOBBIBATH WH(MOPMAIMIO B KOPBICTHBIX
HEISIX WIA C TeM, YTOOBI CKPBITh MPOOJIEMBI WU TOHECEHHBIC YOBITKU. {151 CHMKEHUs pucKa
MaHUITYJINPOBAHKS TIEPCOHATBLHBIMH JTAHHBIMU U PUCKA XUIICHUS, TAKUE TOJTHOMOYHS JOKHBI B
MaKCHUMaJIbHO BO3MOKHOHM CTETEHH OBITh Pa3elieHbl MEXKIY Pa3TUYHBIMUA COTPYIHUKAMH WU
noapazaeneausiMu Y 3P anmunuctpanuu r.Baagumupa. Heo0xo1uMo mpoBOAUTE TEPHOTUIECKUE
MPOBEPKH OOS3aHHOCTEH, PYHKIIMI U JEATCIbHOCTH COTPYIHHKOB, BBITIOJHSIONIUX KITFOYCBBIC
byHKIIUYU, ¢ TeM, 4TOObl OHM HE MMENU BO3MOXKHOCTHU CKPBIBATH COBEPIICHHE HEMPABOMEPHBIX
neiictBuii. Kpome Toro, HE0OX0AMMO MPUHUMATH CHEIHAIBHBIE MEPHI TI0 HEJIOMYIIIEHUIO CrOBOPa
MEXTY COTPYTHUKAMH.

4.11.B3auMopeiicTBUE U COTPYTHUUYECTBO

[lpennonaraer  co3manue  OmarompusTHON  armocdepsl B KoutektuBe Y 3P
agMuHUCTpanuu r.Bragumupa. B Takoil 0O0CTaHOBKE COTPYAHUKH JOJDKHBI OCO3HAaHHO
cO0JII0/1aTh YCTAHOBIJIGHHBIE TMPABUIIA M OKAa3bIBATh COACUCTBUE JCSITEIFHOCTH aIMHUHUCTPATOPOB
0€30MacHOCTH UH(POPMALIMOHHBIX CUCTEM MEPCOHAIbHBIX JaHHBIX.

Baxxubim s1emMeHTOM 3¢ (eKTUBHON cUCTeMbl oOecriedeHus] 0€30MacCHOCTH MEePCOHATBHBIX
nanHpIX B Y3P anMuuucTtpanum r.Bmagumupa sBIsSeTCS BBICOKAas KyJabTypa pabOTHI ¢
uHpopmanuei. PykoBoactBo Y3P aamunuctpanuu r.BraguMupa HecET OTBETCTBEHHOCTH 3a
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CTpOro€ COONIOJCHHE OSTHUYECKUX HOPM M CTaHIApTOB NPO(PECCHOHAIBHOW ESTEIbHOCTH,
MOIYEPKUBAIOIIEH U JEMOHCTPUPYIOIIEH NEpPCOHANTyY Ha BCEX YPOBHSIX BaXXHOCTh 0OOecreyeHUs
nHpopmanmonHor Oe3zomacHoctu Y3P aamunuctpanuu r.Brnagumupa. Bee corpyanuku V3P
aAMMHHMCTpauuu r.Biaaumupa JOJDKHBI NOHMMAaTh CBOK pOJIb B IIPOLIECCE OOECIEYEHHUs
MH(OPMAIIMOHHOM 6€30MaCHOCTH U MPUHUMATh y4acTHE B 3TOM Ipoliecce. HecMoTps Ha TO, 4TO
BBICOKAas KynbTypa oOecriedeHus: HH(POpPMAIIMOHHON  O€30MacHOCTH HE TapaHTHpPYET
aBTOMATHYECKOI'0 JOCTHUKEHUS ILEJIEH, €€ OTCYTCTBHE CO3JaeT OoJbllleé BO3MOKHOCTEH s
HapyluieHus: 0€30MaCHOCTH WM HE OOHapyKeHUs (PaKTOB €€ HapyIICHHUS.

4.12.TUOKOCTH CUCTEMBI 3AIIUTHIL.

Cucrema oOecrieueHuss WHGOPMAIMOHHOW 0€30MacHOCTH JOKHA OBITH CIIOCOOHA
pearupoBaTh Ha W3MEHEHHUS BHEIIHEH Cpe/bl U YCIOBHMM ocymiecTBiieHus Y3P aamuHucTpanuu
r.Bnagumupa cBoel IesATeIbHOCTH. B 4MCI0 TaKUX U3MEHEHUN BXOJIST:

—  W3MEHEHHUS OpPraHu3allMOHHOW MW IITaTHOM CTPYKTypbl Y3P aaMuHHCTpanuu
r.Bnagumupa;

—  U3MCHCHHE CYHIECTBYIOIIMX  WJIM  BHEIPEHHE  MPUHIUITAAIBHO HOBBIX
MH()OPMALIUOHHBIX CUCTEM;

—  HOBBIC TEXHUYECKHUE CPEJICTBA.

CBOICTBO THOKOCTH CHCTEMBI 00ecrieueHuss HHGOPMAITMOHHOW 06€30T1acHOCTH N30aBIIsIeT B
TaKUX CUTyaIUsX OT HEOOXOJAMMOCTH MPHUHATUS KapIUHAIBHBIX MEp IO MOJHOM 3aMEHEe CPEJICTB
Y METOJIOB 3alIUTHI HA HOBBIE, YTO CHIIKAET €€ OOIIYI0 CTOMMOCTb.

4.13.TIpocTtoTa MPUMEHEHHS CPEJICTB 3AITUTHI

MexaHu3Mbl ¥ METOJABl 3aIIUTHl JOJDKHBI OBITh WHTYUTHBHO TMOHATHBI U TPOCTHI B
WCIIOIb30BaHuH. [I[puMeHenre cpeicTB 1 METOIOB 3aIUTHI HE JOKHO OBITh CBSI3aHO CO 3HAHUEM
CHEIMAIBHBIX  S3BIKOB WJIM C  BBIIIOJIHEHUEM JICUCTBUA, TpeOyIOIIMX 3HAYUTEIBHBIX
JIOTIOTHUTENFHBIX TPY03aTpaT MpU OOBIYHON paboTe 3aperucTpUPOBAHHBIX MOJIb30BaTENCH, a
TaKke HE JIOJDKHO TPeOOBaTh OT MOJIL30BATENS BBIMOTHEHUS PYTHHHBIX MAJOTOHSTHBIX €My
omnepanuu.

4.14.O60CHOBaHHOCTH M TEXHUYECKAsI PEATU3yEMOCTh

NudopManinoHHbIE TEXHOJIOTHUH, TEXHUYECKHE U MPOTPAMMHBIC CPENICTBa, CPEACTBa W
MephI 3alIUThl EPCOHAIBHBIX JAaHHBIX JTOJDKHBI OBITh PEaIM30BaHbl HA COBPEMEHHOM YPOBHE
pa3BUTHUS HAYKHM M TEXHHUKH, OOOCHOBAHBI C TOYKH 3PEHUS JIOCTHIKCHUS 3aJaHHOTO YPOBHS
Oe3omacHOCTH HMHPOPMAIlMM W HKOHOMHYECKOW I1eIecO00pa3HOCTH, a TakkKe JOJIKHBI
COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaM W TPEOOBAHHUSM IO OE€30MACHOCTH MEPCOHATBHBIX
JTAHHBIX.

4.15. Cnertnanuzanus ¥ npoQpecCuoHaIn3M

[IpenrmonaraeT mpuBICUCHUE K pa3pabOTKE CPEACTB M peallu3alii MEp 3alluThI
MEPCOHATBHBIX JaHHBIX CICIUATM3UPOBAHHBIX OpTraHW3alui, HAuOOJee MOATOTOBICHHBIX K
KOHKPETHOMY BHUAY JESITCIBHOCTH 10 00ECIIeUeHHUI0 OE301TaCHOCTH HH(POPMAIIMOHHBIX PECYpPCOB,
MMCIOIINX OMBIT MPAKTUYECKOW pabOThl W TOCYJApPCTBEHHYIO JIMIICH3WIO Ha TPABO OKa3aHUS
yCIIyT B 3TOH oOjacTH. Peanmzanus aIMUHUCTPATUBHBIX MEP M SKCIUTyaTaIlUsl CPEJICTB 3allUThI
JOJDKHA ~ OCYIIECTBIATBHCS — MPOGECCUOHATBHO  TOJATOTOBJICHHBIMH  crienuaiuctamMu  Y3P
aaMuHHCTparuu T.Bragumupa (aamMuHHCTpaTOpaMu 0€30MacHOCTH WH(GOPMAIMOHHBIX CHCTEM
MIEPCOHATBHBIX JTAHHBIX ).

4.16.00653aTeIbHOCTh KOHTPOJIS

Hpe;monaraeT 00513aTENHLHOCTh U CBOCBPCMCHHOCTDL BBLIABJICHUA W MPCECCUCHUSA TOIBITOK
HapyHmICHUA YCTAHOBJICHHBIX IIPAaBUII, obOecrieyeHnss 0€30MacHOCTH NEPCOHAJIBHBIX INAaHHBIX, Ha



OCHOBE HCIOJIb3yEMBIX CHCTEM U CPEACTB 3allUThl MEPCOHAIBHBIX JIAHHBIX, IpH
COBEPILIEHCTBOBAHUN KPUTEPUEB U METOJIOB OLIEHKU 3(PPEKTUBHOCTH ITUX CUCTEM U CPEJCTB.

KoHTponp 3a neATeNbHOCTBIO JIIOOOr0 MOJIB30BATeNs, KaXKIO0rO0 CPEACTBA 3aIUUTHI U B
OTHOIIEHHUH JIF000T0 00BEKTA 3AIIMTHI JOJKEH OCYIIECTBIIATHCS HA OCHOBE IPUMEHEHUS CPEACTB
OIIEpaTUBHOTO KOHTPOJIS U PETUCTPALIMM U JOJKEH OXBaThIBATh KAK HECAHKIIMOHUPOBAHHBIE, TaK
Y CAaHKIIMOHUPOBAHHBIE IEHCTBUS MT0JIb30BATEIICH.

Kpome Ttoro, s¢¢ekruBHas cucrema obOecriedeHUs HH(POPMALMOHHONM O€30MacHOCTH
TpeOyeT HanuuMsl aJeKBaTHOW U BceoObeMIIONIEH HHGMOpPMALMM O TEKYIIEM COCTOSHUU
IPOLIECCOB, CBSA3aHHBIX C JBM)KEHHEM MH(OpMAILMU U CBEIEHUI O COONIOEHNN YCTAaHOBIEHHBIX
HOpPMaTHUBHBIX TpPeOOBaHMH, a TaKXKe JONOJIHUTENbHON MH(OpMaluU, UMEIOLIeH OTHOIIEHHE K
npuHATHIO pemieHnil. MHopmanus nomkHa ObITh HaAEKHOM, CBOEBPEMEHHOM, JOCTYHMHOW U
IPaBUIBHO O(POPMIIEHHOM.

Henocratku cuctembl obecrnieyeHuss HH(OPMAIMOHHOM O€30MacHOCTH, BBISBICHHbBIE
corpynHukamu Y3P anmubuctpanuu r.Biagumupa JOMKHBI HEMEUIEHHO JOBOJIUTHCSA 10
cBefeHuss pykoBoautens Y3P aamuHucTpauuu r.BnaguMupa W omepaTMBHO YCTpaHSThCS.
Bompockl, KOTOpbIE KaXyTcs HE3HAYUTEIBHBIMU, KOT1a OTACIIBHBIE ITPOLIECCH] PACCMATPUBAIOTCS
W30JIMPOBAaHHO, IIPU PAaCCMOTPEHHMH HMX HapsAAy C JAPYTMMH AaclleKTaMd MOTYT YyKa3aTh Ha
OTpULATENIbHbIE TEHACHIIMH, TPO3SIINE MEepepacTy B KPYHHbIE HEJOCTATKH, €CIM OHU HE OyayT
CBOEBPEMEHHO YCTPAHEHBI.

5. MEPBI, METO/IbI U CPEJICTBA OBECIHHEYEHUSA TPEBYEMOI'O YPOBHS
AN THI THOOPMAIIMOHHLBIX PECYPCOB

5.1. Mepsl obecnieueHuss HHGOPMAITMOHHON 6€30TTaCHOCTH

Bce Mepsl obecnieueHns 0e30MacHOCTH MHPOPMAIMOHHBIX cUcTeM Y 3P agMuHHCcTpanuu
r.Bnagumupa nonpasnensrorcs Ha:

—  IpaBOBBIE (3aKOHOJATEIbHBIE);

—  MOpaJIbHO-3THYECKUE;

—  TEXHOJIOTUYECKHUE;

—  OpraHu3alMOHHBIC (aAMUHUCTPATUBHBIE);

—  (Qusuyeckue;

—  TEXHHUYECKHUE (ammapaTHbIE U IPOrPAMMHBIE).

5.1.1. 3akoHOnaTeNbHBIE (IPABOBBIE) MEPHI 3AIUTHI

K mnpaBoBeIM MepaMm 3allUTBl OTHOCATCS ACHCTBYIOIIME B CTPAaHE 3aKOHBI, YKa3bl U
HOPMAaTUBHBIE aKThl, PErVIAMEHTHUPYIOIIME MpaBWia oOpallleHus C MEePCOHAIbHBIMU JIAaHHBIMH,
3aKpeIUISIONIME MpaBa U 00S13aHHOCTH YYaCTHUKOB MH(POPMAllMOHHBIX OTHOILLIEHUHN B Ipoliecce
X 00pabOTKM M HCIOJIBb30BAHUSA, a TAKXKE YCTaHABJIMBAIOIINE OTBETCTBEHHOCTH 3a HApYIICHHUS
3TUX npaBuil. [IpaBoBbIe MepbI 3aIIUTHI HOCAT B OCHOBHOM YIPEKIAIOLIUHN, MPOPUIaKTHUECKHUMA
Xapakrep M TpeOYIOT TMOCTOSHHOM pa3bsICHUTENBbHOM paboOThl € TMOJb30BATENSIMU U
00CITY’KHBAIOIIUM TEPCOHATIOM HHPOPMAIIMOHHBIX cucTeM Y 3P aaMunuctpanuu r.Biaagumupa.

5.1.2. MopanbHO->THYECKHE MEPhI 3aIUThHI

K MoOpanbHO-3THYECKMM MepaM OTHOCATCS HOPMBI MOBEACHUS, KOTOpPHIE TPAJAULIMOHHO
CJIIOKWINCh WJIM CKJIQJIBIBAIOTCS 1O MEpEe pachpOCTpaHEHUs HUHPOPMAIMOHHBIX TEXHOJIOTHH B
obmiecTBe. DTH HOPMBI OOJBIIEH YAacTbIO HE SBISIOTCS 00S3aTENbHBIMH, KaK 3aKOHOAATEIHHO
YTBEP)KJEHHbIE HOPMATHUBHbBIE AKThl, OAHAKO, UX HECOONIOJICHHE MOXKET MPUBECTU K MaJCHHUIO
aBTOPUTETA, IPECTHKA YEJIOBEKA, rpynmbl Jull iKY 3P anMuHucTpanuu r.Baagumupa B neiaom.
MopaiibHO-3THYECKHE HOPMBI ObIBAIOT KaK HEMHCaHbIe, TaK U MUCaHbIe, TO €CTh 0(POpMIICHHBIC B
HEKOTOpBIM cBOJ (ycTaB) MpaBWi WINM MNpeANHCcaHU. MOpampHO-3THUUECKHE MEphI 3aIMUThHI
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ABIISIIOTCS. TPOQMIAKTUYECKUMH M TPEOYIOT TMOCTOSHHOW padOTBl MO CO3JaHUIO 3I0POBOTO
MOPAJIBHOT'O KJIMMAaTa B KOJIJICKTHUBE.

5.1.3. TexHomoruyeckre Mephl 3aIIUTHI

K mamHOMY BHAY Mep 3alIUTBl OTHOCATCS PA3HOIO pOAAa TEXHOJOTHYECKHE PEIICHUS U
IPUEMBI, OCHOBaHHbIE Ha HCIOJb30BAHUU HEKOTOPHIX BUAOB H30BITOUHOCTH (CTPYKTYpPHOM,
(GyHKIMOHAIBHOW, MH(GOPMAIIMOHHOW, BPEMEHHOM M T.N.) M HaIlpaBIEHHblE HAa YMEHBIIECHUE
BO3MOKHOCTU COBEPILEHUS COTPYJHUKAMU OMIMOOK M HapylIEHUH B paMKax MpelOoCTaBICHHBIX
VM IIpaB U MTOJTHOMOYHNH.

5.1.4. OpranuzanuoHHblie (aAMUHUCTPATUBHBIC) MEPHI 3aIIUTHI

OpranuzanuoHHble (aAMUHUCTPATUBHBIE) MEPHI 3aIIUTHI - 3TO MEPhl OPraHU3AIUOHHOTO
XapakTepa, perjiaMeHTUPYIOIIUME Tpolecchl  (DPYHKIIMOHUPOBAHUS CHUCTEMBI  00pabOTKH
MEepPCOHATBHBIX JaHHBIX, MCIOJIb30BAaHUE €€ PEeCcypcoB, MAESITENbHOCTh OOCITY>KHUBAIOIIETO
nepcoHana, a TakXke MOPSAOK B3aUMOJEWUCTBHS IMOJIb30OBATENIed C CHCTEMOM TakuM oOpa3om,
YTOOBI B HAaWOOJIBIIEH CTENEHU 3aTPYAHUTH WIM HCKIIOUUTH BO3MOXHOCTH pealid3alluu yTrpo3
0€30MaCHOCTH WM CHU3UTH pa3Mep MOTEPh B CIIy4ae UX peau3aluu.

5.2. ®opmupoBaHUe MOJTUTUKHA 0€30IMaCHOCTH

['maBHas 11e7Tb aIMUHUCTPATUBHBIX MEp, PEATPUHUMACMBIX Ha BBICIIIEM YITPABICHYECKOM
ypoBHE - chOpPMHUpPOBaTh MOJUTHKY B 00JlacTU oOecreyeHuss Oe30MacHOCTH TMEePCOHAIBHBIX
JaHHBIX (OTPAXKAMOIIYIO TIOAXOAbI K 3alllUTe IEePCOHAIBHBIX JAHHBIX) M OOECHEYUTh €e
BBITIOJTHEHHUE, BBICIISAS HEOOXOAUMBIC PECYPCHI M KOHTPOJIUPYSI COCTOSIHHE JCIT.

C mpakTU4yecKoil TOYKM 3pEHHs MNOJIUTHKY B 00JacTH oOecredeHus: Oe30MacHOCTH
NepCOHANIbHBIX JaHHbIX B Y3P anMmunucrpanuu r.Braaumupa nenecoodpazHo pa3OUTh Ha JBa
ypoBHs. K BepxHEeMY ypOBHIO OTHOCSATCS pEIlIeHUs] pyKOBOJACTBA, 3aTParuBaroIine e TeIbHOCTb
V3P agmunauctpauuu r.Bragumupa B nenom. [losnmTuka BepXHEro ypoBHS JOJDKHA YETKO
ouepTuTh cdepy BIUSHUA UM OrPAHUYECHHS TPU ONpeneseHUH Lejell  0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX, OINPEAEIUTh KaKUMHU pecypcaMu (MaTepualibHble, CTPYKTYpHBIE,
OpraHU3allMOHHbIE) OHU OyAyT JOCTUTHYTBI, U HaWTH pa3yMHBIH KOMIIPOMHUCC MEXAY
MIPUEMIIEMBIM YPOBHEM O€30MaCHOCTH U (PYHKIIMOHATBHOCTBIO.

[TonuTHKa HUKHETO YPOBHS, ONPEIECTSAET MPOLEAYPHI, U MpaBUiia JTOCTHKECHUS LEJIeH U
perieHus 3a1ad 0€30MacHOCTH MEPCOHATBHBIX JIAHHBIX U JCTANM3UPYET (PErIaMeHTHPYET) ITH
MpaBUJIA:

—  KakoBBl POJIM M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI[, OTBEUAIOIIME 3a MPOBEACHUE
TIOJIUTUKU 0€30MaCHOCTH MEPCOHATBHBIX JJTAHHBIX;

—  KTO MMEET MIpaBa JOCTYIA K MEPCOHAIbHBIM JIAHHBIM, KTO U MPU KAKUX YCJIOBHUIX
MOXET YATATh U MOJIU(PHUITIPOBATH NIEPCOHAIBHBIC IAHHBIC U T.J.

[TonuTnka HUKHETO YPOBHS JIOJKHA:

—  [peaycMarpuBaTh perjamMeHT HHQPOPMALMOHHBIX OTHOIICHUH, HCKIIIOYAIOIINUX
BO3MOKHOCTb IIPOM3BOJIBHBIX, MOHOIIOJBHBIX WJIM HECAaHKIMOHUPOBAHHBIX JEHUCTBUU B
OTHOILIEHUH WH(OPMAITMOHHBIX PECYPCOB;

—  ONpelensaTh KOAIMLIHUOHHBIE W HMEpPApXUUECKHE IMPUHLMIBI U METOJbl pPa3AcIICHUS
CEKpETOB U pa3rpaHUYECHUs JOCTYIA K NEPCOHAIBHBIM JAHHBIM;

—  BbIOMpATh MPOrpaMMHO-TEXHUYECKHUE (ammapaTHble) CpecTBa MPOTUBOACHCTBUS HE
caHknuonupoBanHomy nocryny (HCJI), ayrenTudukanmu, aBTOpH3alud, WACHTH(QHKANUU WU
APYTHX 3allMTHBIX MEXaHU3MOB, OOECMEUYMBAIOIIMX TapaHTHUH peajlu3aluud 1paB U
OTBETCTBEHHOCTH CyOBEKTOB MH(OPMAILIMOHHBIX OTHOLICHHH.
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5.3. Permamenranus 10CTyIa B TOMEIICHUS

Komnonentsl uHdopmaimonnsix cucrem Y3P aamunuctpanuu r.Braagumupa qoiKHBI
pa3MenaThCsl B MOMEIIECHUAX, HAXOASAIIMXCS O] OXpaHOW WM HAOIIOJEHUEM, UCKITIOYAIOLUIUM
BO3MOXHOCTh OECKOHTPOJBHOTO TIPOHUKHOBEHUS B TIOMEIIEHUS IMOCTOPOHHHUX JIUI[ U
oOecreynBarOUM (PU3NYECKYI0 COXPAHHOCTh HAXOJSAIIUXCS B TOMEIICHUH 3allMIaeMbIX
pecypcoB (1okymeHToB, APM u T.m.). YOopka Takux NMOMEIIEHUN [TOJDKHA MPOU3BOAUTHCS B
MIPUCYTCTBUU OTBETCTBEHHOTO COTPYJIHHKA, 32 KOTOPHIM 3aKPEIUICHBI JTaHHbIE KOMIIOHEHTHI, C
COONIOAEHUEM  MEp, MCKIIOYAIOMIMX JOCTYNl  MOCTOPOHHHMX JIMI K  3allUIIaeMbIM
MH(OPMAIIMOHHBIM Pecypcam.

Bo Bpemsi 00paboOTKM TMEpCOHANbHBIX JAaHHBIX B TaKUX IIOMEIIECHUSX JIOJDKEH
MPUCYTCTBOBATh TOJILKO TMEPCOHAN, JAOMYIIEHHBIH K paboTe ¢ MEepPCOHAIbHBIMU JTaHHBIMH.
3anpemniaeTcss TNpUEM [OCETHTENed B TOMEIIEHHUSX, TJe OCYIIeCTBIsAeTca 00paboTka
MIEPCOHAJIbHBIX JAHHBIX.

[lo oxoHwanuu pabouero AHs, MOMEIICHUS, B KOTOPHIX Pa3MEIIAIOTCS KOMIIOHEHTHI
nHpopMannoHHbIX cucteM Y 3P agmunuctpanuu r.BnagumMupa, JOTKHBI 3alIUPATHCS HA KITIOY.

5.4. Permamenrtanus JOONMycKa COTPYAHHUKOB K HCIONB30BAaHUIO HMH(POPMAIIMOHHBIX
pecypcoB

Jomnyck monb30oBarenei K padore ¢ nHGpopMaMOHHBIMEU cucTeMaMu Y 3P anMuHHCTpanuu
r.BmamumMupa u goctyn K ee pecypcaMm JOJKEH OBITh CTPOTO perjaMeHTHUpoBaH. JloObie
W3MEHEHHs COCTaBa M TIIOJHOMOYMU IMOJb30BATENIEd MOJACUCTEM JOJDKHBI IPOU3BOIUTHCS
YCTAHOBJICHHBIM TTOPSIIKOM.

VYpoBeHb NOJTHOMOYUHN KaXKJI0TO MOJIb30BATENS ONPEAEISIETCS] MHAUBUIYaIBbHO, COOI0aas
CJeNIyroIIe TpeOOBaHMS:

—  KaXIplil COTPYAHHMK TMOJb3YETCA TOJBKO MPEANUCAHHBIMU €My MpaBaMU [0
OTHOIIEHHUIO K TIEPCOHANBHBIM JaHHBIM, C KOTOPBIMHU €My Heo0xo1uMa paboTa B COOTBETCTBHH C
JOJDKHOCTHBIMU  00si3aHHOCTSIMU. Pacmmpenue mpaB AOCTyna W TMPEAOCTaBICHHE ITOCTyIMa K
JIOTIONTHUTENFHBIM ~ MHGOPMALIMOHHBIX ~ pecypcaMm, B  00s3aTEIbHOM  TOPSAIKE, JTOJIKHO
COTJIACOBBIBATHCS C AAMUHUCTPATOPOM 0€30MacHOCTH MH(GOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX
JTAHHBIX;

— HavanbHUK Y3P aamuHuctpanuu r.BrmaguMupa umeeT ImpaBa Ha IPOCMOTP
uHGOpPMAIIMM CBOUX TMOMYMHEHHBIX TOJBKO B YCTAHOBJICHHBIX Ipejeliax B COOTBETCTBHH CO
CBOMMHU JOJDKHOCTHBIMU 00SI3aHHOCTSIMH.

Bce corpyanuku Y3P aamunuctpanuu r.Bragumupa M 0OCITY)KMBArOUIUN TEpPCOHA,
JOJDKHBI HECTH MEPCOHAIbHYI0 OTBETCTBEHHOCTh 32 HApPYUIEHUS YCTAHOBJIEHHOTO MOpPsAKa
00pabOTKM TEpPCOHANBHBIX JAHHBIX, TMPABUI XpaHEHWS, WCIOJIb30BAHUS U Tepeadyu
HaXOJIINXCSA B UX PACTIOPSHKEHUH 3aIUIIAEMbIX pECypcoB cucTteMbl. Kaxplil coTpynHuk (mpu
npueMe Ha paboTy) OHKEH MOIMUCHIBATH 00s13aT€ILCTBO O COOMIOICHUN U OTBETCTBEHHOCTH 3a
HapylIeHUEe YCTAHOBIEHHBIX TPEOOBAHMI TIO COXPAHEHHWIO TEPCOHAIBHBIX MJaHHBIX Y3P
agMuHUCTpanuu r.Bragumupa.

OO0OpaboTka NEpCOHANBbHBIX AAHHBIX B KOMIIOHEHTaX HH(OpPMAIMOHHBIX cucTeM Y 3P
aAMUHUCTpanuu r.BraguMupa JoJKHA MPOU3BOJAUTHCS B COOTBETCTBUM C YTBEPXKICHHBIMU
TEXHOJIOTUYECKUMH UHCTPYKIUSMH.

5.5. PermameHTarusi TpPOILIECCOB OOCITYXXHMBAHUS M OCYIIECTBICHUS MOIUPUKAIINI
arrmapaTHbIX U MPOrPaMMHBIX PECYPCOB

B memsx moamepkaHUs pexuMma HHPOPMAIMOHHONW  OE€30MacHOCTH  amnmapaTHo-
MporpaMMHasi KOHUTypaluss aBTOMAaTHU3UPOBAHHBIX pabOYMX MeECT COTpyAHUKOB Y3P
aAMUHHMCTpanuu r.Braaumupa, ¢ KOTOPBIX BO3MOKEH JIOCTYIl K pecypcaM HH(POpPMaMOHHBIX
CUCTEM, JIOJDKHA COOTBETCTBOBATH KPYIY BO3JIO)KEHHBIX Ha JIaHHBIX II0JIb30BaTENIEH
(yHKIIMOHAIBHBIX 0053aHHOCTEH.
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B xomnonenTax I/IH(bOpMaI_II/IOHHBIX CHUCTCM U Ha pa60q1/1x MecCTax I10JIb30BaTesei JOJDKHBI
YCTAHABJIMBATHCA U UCITIOJIb30BATHCA JIMICH3UOHHBIC ITPOTPAaMMHBIC CPCICTBA.

5.6. ObecnieueHne ©W  KOHTPOJb  (PUBMYECKOM  IIEJIOCTHOCTH  (HEM3MEHHOCTH
KOH(UTypaIuu) anmapaTHbIX PECYpPCOB

O6opynoBanue WHGOPMAIMOHHBIX CHUCTEM, HUCIOIB3yeMOE MJisi JOCTylna M XpaHEHUs
MEPCOHAIBHBIX JIAaHHBIX, K KOTOPOMY JOCTYN OOCHYKHMBAIOIIET0 IepCOHalia B Tpolecce
JKCIUTyaTalldd HE TpeOyeTcs, Mociie HalaJO4YHbIX, PEMOHTHBIX U HMHBIX PabOT, CBA3AHHBIX C
JIOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO 3aKPhIBATHCA.

5.7. Tlombop u MOATOTOBKA MEPCOHANIa, 00yUeHHE MOIb30BaTeIeh

[Tonp3oBaTenu uHGOpManMOHHBIX cucteM Y3P aamuuuctpauuu r.Bnaaumupa, a Takxe
PYKOBOJSALIMI U OOCITYXUBAIOIIUNA NEPCOHAN JOJKHBI OBITh O3HAKOMIIEHBI CO CBOMM YpPOBHEM
IIOJIHOMOYHMH, a TAaKXe OPraHMU3allMOHHO-PACIIOPSAUTEIbHOW, HOPMAaTUBHOM, TEXHUYECKOH U
HKCIUTYaTallUOHHOM JOKyMEHTalueH, ompenerstomeil TpeOoBaHUA U MOPAJOK 00paboTKu
NEepPCOHAIbHBIX JaHHBIX B Y3P agmMunuctpauuu r.Brnagumupa.

ObecneueHne 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX BO3MOXHO TOJIBKO MOCJE BEIPaOOTKH
y T0JIb30BaTeNel ONpeAeIeHHON KyIbTyphl padoThl, T.€. HOPM, 00S3aTENbHBIX AJISl UCTIOTHEHUS
BCEMH, KTO paboTaeT ¢ MHPpopManMOHHBIMU pecypcamu Y3P aamunucrpauuu r.Bragummpa. K
TakKUM HOpMaM MOKHO OTHECTH 3alpellleHHEe JOObIX YMBIIUIEHHBIX MM HEYMBIIUIEHHBIX
JeMCcTBUN, KOTOpbIE HAPYLIAIOT HOPMAIbHYIO pabOTy KOMIIOHEHTOB MH(OPMALMOHHBIX CHUCTEM
V3P agmunucTpanuu r.BaaauMupa, BeI3BIBAIOT JTONOJHUTENBHBIE 3aTPAaThl PECYPCOB, HAPYIIAKOT
LEJIOCTHOCTh XpPaHUMOW M oOpabaThiBaeMOi MH(OpPMALMM, HApYLUIAOT HHTEPECHl 3aKOHHBIX
M0JIb30BaTeNeH, BIaIEIbIEB WIH COOCTBEHHUKOB.

Bce mnonp3zoBatenu uHpopManMoHHBIX cucteM Y3P anMunuctpanmuu r.Braaumupa
JOJDKHBI OBITh O3HAKOMJIEHBI C OPraHU3al[MOHHO - PAaCHOPSAUTENbHBIMH JTOKYMEHTaMHU IO
oOecrieyeHnio O€30MaCHOCTH MEPCOHAJIbHBIX AaHHbIX Y3P anMuuucrpanuu r.Bragumwupa, B
4acTH, MX Kacarolleics, AOJDKHBI 3HaTh M HEYKOCHHUTEJBHO BBINOJHATH MHCTPYKLUUU U 3HATh
o0mue O00s3aHHOCTU 1O 00ecredyeHuIo Oe30MacCHOCTH MEePCOHAIbHBIX JaHHBbIX. JloBeaeHue
TpeOOBaHMN YyKa3aHHBIX JOKYMEHTOB JI0 JHI], JOMYIIEHHBIX K 0OpaboTKe 3aluiiaemMbIX
MEPCOHATIBHBIX JAHHBIX, JOJKHO OCYIIECTBISATHCS O]l POCIHUCH.

5.8. OTBeTCTBEHHOCTH 3a HAPYIIEHUS YCTAHOBIICHHOTO TIOPSJIKA MOJIb30BAHMS PECYypCaMH
nHpopManmoHHbIX cucTeM Y 3P agmunuctpanuu r.Biagumupa.

Mepa OTBETCTBEHHOCTH TIepCOHaia 3a JICHCTBUSA, COBEPIICHHBIC B HapyIICHUE
YCTaHOBJIEHHBIX MIPABUII 0OecTieueHus 6e30macHoi paboThl ¢ TEPCOHATBLHBIMH JJAHHBIMH, TOJDKHA
OTIPEICNIATECS HAHECEHHBIM YIepOoM, HAIIMYUEM 3JI0TO YMBICIHA W JIPYrUMU (aKTopamu IO
YCMOTpPEHHIO pykoBoAcTBa ¥Y 3P anMuHucTpannu r.Biagumupa.

Jlis peanuzanuy TPUHIUIIA TTEPCOHATBHON OTBETCTBEHHOCTH IIOJIH30BATEICH 3a CBOM
JIENUCTBHSI HEOOXOANMA .

—  WHOWBUOyallbHas WJACHTU(DUKAIMS TOJNH30BATENIEd ¥ WHUIMUPOBAHHBIX HUMHU
MIPOIIECCOB, T.€. YCTaHOBIEeHUE 3a HUMHU ujaeHtudukaropa (login, Username), Ha 6a3e KOTOPOTo
OyJeT OCYIIECTBIIATHCS pa3TPaHUYCHUE TOCTYIIA B COOTBETCTBUY C IPHHIIMIIOM 0OOCHOBAaHHOCTH
JI0CTYTIA;

—  TIpoBepKa MOJJMHHOCTH TOJIb30BaTesel (ayTeHTU(hUKAIMsI) Ha OCHOBE TIapoJiei;

—  peakuus Ha MOMBITKA HECAHKIIMOHMPOBAHHOTO J0CTYyMa (CUTHAIU3AIMs, OJJOKUPOBKA
U T.J.).

5.9. CpenctBa obecrnieueHusi 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX

s obGecnieuenust nadopmanmonnoit 6ezomacuoctu Y3P agmunucrpanuu r.Bragnmupa
HCIOJIb3YIOTCS CIEAYIOIINE CPEICTBA 3aIlUTHI:
—  (¢uUBHYECKHUE CPECTBA;
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—  TEXHUYECKHUE CPEJICTBA;

—  cpeAcTBa UIEHTU(DUKAIUU U ayTEHTU(PUKALIUU [T0JIb30BaTENeH;

—  CpeAcTBa pa3rpaHUyYEHHUs JOCTYIa;

—  cpeacTBa o0ecrieueHUs U KOHTPOJIS 1IEJIOCTHOCTH;

—  CpeICTBa OMEPAaTUBHOTO KOHTPOJIS U PETUCTPAIUU COOBITUN OE30MaCHOCTH.

CpencTBa 3aluThl JOJDKHBI MPUMEHSTHCA KO BCEM pecypcamM HHGOPMAIMOHHBIX CHUCTEM
V3P anpvmuHHCTparnuu r.BraguMupa, HE3aBHCUMO OT WX BHAa W (POpPMBI TIpeACTaBICHUS
nHpopManuu B HUX.

5.9.1. ®usnyeckue cpencTBa 3aIIUTHI

duznyecKue MCPBI 3allUTbhl OCHOBAHLBI HAa MNMPUMCHCHHUH PA3HOI0 poaa MCXaHHYCCKUX,
QJICKTPOHHBIX HJIKM 3JICKTPOHHO-MCXaHNYCCKHUX YCTPOﬁCTB 141 COOpY)KeHHﬁ, CIICOHraJIbHO
INpCAHA3HAYCHHBIX JId  CO3JaHUsA (1)I/I3I/I‘16CKI/IX HpeHHTCTBI/Iﬁ Ha BO3MOXHBIX IIYTAX
IMPOHUKHOBCHUA MW JOCTyllIa MNOTCHIUAIBHBIX HaPYHIHTeHeﬁ K KOMIIOHCHTaAM CHUCTCMBI H
3alMacMbIM  IICPCOHAJIbBHBIM  JTdHHBIM, a TaAKKC TCXHHYCCKUX CpPCACTB BHU3YAJIIBHOI'O
Ha6J'II-O,Z[eHI/I}I, CBiA3HU U OXpaHHOﬁ CHUI'HaJIN3alluu.

Jlns obecniedyenus (pusnyeckoil 0€30MacCHOCTH KOMIIOHEHTOB HMH(OPMAIIMOHHBIX CHCTEM
V3P agmunuctpanuu r.BraguMupa HEOOXOIWMO OCYIIECTBIATH Psi OPraHU3AlUOHHBIX H
TEXHUYECKUX MEPOIPHUATHHA, BKIIOUAIOIINX: MPOBEPKY OO0OpPYIAOBaHUS, MPEIHAZHAYCHHOTO IS
00pabOTKH MEePCOHANBHBIX JaHHBIX, Ha:

—  HaJIW4YHE CTCIHATHHO BHEAPEHHBIX 3aKIaJHBIX YCTPOUCTB;

—  BBEACHHWE JONOJHHUTCIBHBIX OTPAaHUYCHHA IO  JIOCTYIy B  TIOMCIICHUS,
MpeaHa3HauYCHHBIC ISl XpaHeHHs] M1 00paObOTKH NIEPCOHAIBHBIX JTaHHBIX;

—  obopymoBaHHe CHCTEM WH(POPMATH3AUKA YCTPONCTBAMHM 3alllUTHl OT COOEB
IEKTPOITUTAHUS ¥ TIOMEX B JIMHUSX CBS3H.

5.9.2. TexHUYeCKHE CPEICTBA 3AIIUTHI

TexHudeckue (ammapaTHO-IIPOrpaMMHBIC) MEPHI 3alUThl OCHOBAaHBI Ha WCIOJIb30BAHHUU
Pa3MUYHBIX  DJIGKTPOHHBIX YCTPOWCTB M  CIHEUHUAJIBHBIX MPOTPAMM H  BBITIOJHSIOIINX
(caMOCTOSITEIEHO WM B KOMIUIEKCE C JIDYTUMH ~ CPEACTBaMH) (YHKIIUU  3aIIUTHI
(upeHTUUKAIMIO U ayTeHTU(UKAIUIO TOJIb30BaTENCH, pasrpaHUUYEHUE JOCTYyMa K pecypcam,
perucTparuio coObITH, Kpunrorpadhuyeckoe 3akpeITHe HHPOPMAIIH | T.11.).

C yuerom Bcex TpeOOBaHMI W MPUHIMIIOB OOECTICYeHHUsS] 0€30MaCHOCTH MEPCOHATBHBIX
JAHHBIX 10 BCEM HAIpPaBJIEHUSAM 3alIUTHI B COCTaB CHCTEMBbI 3aIUTHI JOJDKHBI OBITh BKIIFOUCHBI
CJIEIyIOLINE CPECTBA!

—  CpeICTBa pa3rpaHUYEHUs JOCTYIA K JAHHBIM;

—  CpeICTBa pETUCTpalliyd JOCTyMa K KOMIIOHEHTaM HWH(OPMAIIMOHHBIX CHUCTEM U
KOHTPOJIS 32 UCTIOJIb30BaHUEM HHGOPMAIUH;

—  CpeAcTBa pearupoBaHUs HA HAPYIICHHs pexnuMa HHPOPMaIMOHHONW 0€30MaCHOCTH.

Ha texnuueckue cpencTsa 3aliuThl BO3JIaracTcs peleHUE CIEAyOIMX OCHOBHBIX 3a/1ay:

—  ujgeHTUUKAIMS W ayTeHTU(UKAIMS T[OJb30BaTENe MNpH MOMOIIM HMEH WU
CHEIMAJIbHBIX alllapaTHbIX CPEJCTB;

—  perjaMeHTalMs W YIPaBJICHHE JOCTYIIOM MOJb30BaTeNel B NOMEUICHUS, K
(U3NIECKUM U JIOTHYECKUM YCTPOICTBAM;

—  3aliMTa OT IPOHMKHOBEHMS KOMIIBIOTEPHBIX BHUPYCOB U  pa3pyLIUTEIBHOTO
BO3JICMCTBUS BPEIOHOCHBIX ITPOTPaMM;

—  peructpauus BCeX ACHUCTBUM MOJb30BaTENs B 3aALIUIICHHOM JYypHalle, HaJu4yue
HECKOJIbKUX YPOBHEW perucrpanuy;
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—  3amMTa JAaHHBIX CHCTEMbl 3alluThl Ha (Qail;loBoM cepBepe OT JOCTymna
HoJib30BaTeNeil, B 4YbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMT paboTra ¢ UHPOpMAIUH,
HaxXOJsIEeHCs Ha HEM.

5.9.3. CpeacrBa uneHTUUKAINT U ayTCHTH(PUKAIIMN TTOJIb30BaTeNeH

B nemsax mnpenorBpaieHuss paboThl ¢ pecypcaMH HH(OpPMAaMOHHBIX cucteM Y3P
aIMUHUCTpaluu TI.Biagumupa NOCTOPOHHUX JIMI HEOOXOJUMO OOECHEeYUTh BO3MOKHOCTD
pacro3HaBaHUsl Ka)XI0ro JIETAJIBHOTO TMOJb30BaTeds (MIM Tpynn noib3oBaTenei). [is
UACHTU(PUKALUNA MOTYT HPUMEHITHCS Pa3IUYHOrO pPOJAa YCTPOMCTBA: MAarHUTHBIE KapTOUKH,
KJIFOYM, KJIFOUEBbIE BCTABKH, TUCKETHI U T.II.

AytenTudukanus (IOATBEPXKACHWE IOAJUHHOCTH) IOJb30BATENEH TakkKe MOXKET
OCYILECTBIIATHCS:

—  IyTeM NPOBEpPKU HAIMUHUS y MOJIb30BaTENEeH KaKUX-IHOO CIELHATBHBIX YCTPOMCTB
(MarHUTHBIX KapTOYEK, KJIFOUYEH, KIIFOYEBBIX BCTABOK U T.[1.);

—  IyTeM NPOBEPKH 3HAHUS UMHU MapoJei;

5.9.4. CpenctBa pa3rpaHiueHUs 10CTyIa

30HBI OTBETCTBEHHOCTM M 3aJa4M KOHKPETHBIX TEXHUYECKHUX CPEACTB 3AIIMUTHI
YCTAHABJIMBAIOTCS MCXOAS M3 HMX BO3MOXXHOCTEM M OSKCIUTYaTallMOHHBIX XapaKTEPUCTHK,
OTNMCAaHHBIX B JIOKYMEHTAIIUU Ha JTaHHBIE CPEJICTBA.

TexHudyeckue cpeacTBa pa3rpaHUUYCHHs] JOCTYIMA JOJDKHBI IO BO3MOXKHOCTH OBITh
COCTaBHOM YaCThIO €AUHOW CUCTEMBI KOHTPOJIS TOCTYyIA:

—  Ha KOHTPOJIMPYEMYIO TEPPUTOPHIO;

— B OTJEJNIbHBIC ITOMEIICHHS,

— K KOMIIOHEHTaM HuH(popManmoHHoil cpeasl Y3P amMunuctpanuu r.Bragumupa u
AJIEMEHTaM CHUCTEMBI 3aIUThI IEPCOHANIBHBIX TAHHBIX ((PU3UYECKUN JOCTYN);

—  k uH(OpMaMOHHBEIM pecypcaM (JIOKyMEHTaM, HOCHTENIM HHGopMaruu, ¢aiiam,
Ha0opaM JIaHHBIX, ApXHUBaM, CTIIpaBKaM H T.1.);

— K aKTUBHBIM pecypcam (MPUKIIaIHBIM ITporpaMMam, 3ajadam | T.11.);

— K ONEpalMOHHOW CHUCTEME, CUCTEMHBIM TPOrpaMMaM U MporpaMmaM 3aliuThl.

5.9.5. CpeactBa obecrieueHUs U KOHTPOJIS 1IEJIOCTHOCTH

CpenctBa obecriedeHHs LEIOCTHOCTH BKIIOYAIOT B CBOM COCTaB CPEIACTBA PE3EPBHOIO
KOIUPOBAHUSI, TPOTpaMMbl aHTUBUPYCHOW 3aILUTHI, IPOTPAMMBbI BOCCTAHOBJIEHUS 1€JIOCTHOCTHU
OTIEPAIIMOHHOMN Ccpeibl U 0a3 IaHHBIX.

CpenctBa KOHTPOJIS 1ETOCTHOCTH UH(POPMAITMOHHBIX PECYPCOB CUCTEMBI MTPEHA3HAYCHBI
JUISE CBOEBPEMEHHOT'O OOHApYXEHHUS MOAM(PUKALIUU WM HCKAXKECHHs] pecypcoB cucTembl. OHH
MO3BOJIAIOT 00ECTIEUNTh MPaBUIBHOCTh (PYHKIIMOHUPOBAHUS CUCTEMBI 3aIIUTHl U IEJOCTHOCTH
XpaHUMO# 1 00pabaTeiBaeMOi HH(OPMALIHH.

KonTpons uenoctHocT wHGOpMAaMM W CPEACTB 3allUThl, C IENbI0 OOecTeueHus
HEM3MEHHOCTH WHOOPMAIIMOHHON CpeJbl, OINpeAeNsieMOl MPeayCMOTPEHHOW TEXHOJIOTHEH
00paboOTKH, M 3alUTHl OT HECAHKIIMOHUPOBAHHOW MOJU(PHUKAIMU TEPCOHATBHBIX JaHHBIX
JOJKEH 00eCcTIeYnBaThCS:

—  CpeacTBaMHU pa3rpaHUYCHHs J1OCTyna (B MOMEUIEHUs, K JOKYMEHTaM, K HOCUTEISIM
uH(pOpMaINH, K cepBepam, JJIOTHYECKUM YCTPOMCTBAM H T.I1.);

—  cpeAcTBaMM JIEKTPOHHOU MOAIHUCH;

—  CcpeAcTBaMH MOJCYETa KOHTPOJBHBIX CYMM (IUIsl MCIOJB3YEMOTO IMPOTrpaMMHOIO
obecrieyeHus).
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5.9.6. CpencrBa onepaTHBHOTO KOHTPOJIS U PETUCTPAIMH COOBITHI 0€301TaCHOCTH

CpenctBa 00BEKTUBHOT'O KOHTPOJIS IOJKHBI 00ecreuyuBaTh OOHApyKEHHE U PETUCTPALIHIO
BCceX COOBITHH (meicTBui mosb3oBareneid, monsiTok HCJ u T.1m.), KOTOphIE MOTYT IMOBJEYh 3a
co0oii HapylieHne 0e30MacCHOCTH U MPUBECTH K BOSHUKHOBEHUIO KPU3HCHBIX CUTyalluid. AHAIH3
cCOOpaHHOM CpeICcTBAMH perucTpanuu MHGOpMalUKd MO3BOJISIET BBIABUTH (PAKTHI COBEPIICHUS
HapylIeHU#, HMX XapakTep, TMOJACKa3aTb METOJ] €ro pacciieJoBaHUS U CIOCOOBI TIOHMCKa
HapylmuTenss W HchnpasieHus cuTyaund. CpeacTBa KOHTPOJS M PErMCTpaldU  JIOJKHBI
IIPEAOCTABIISITH BO3MOKHOCTH:

—  BEJIEHHUA M aHajM3a >KYpPHAJOB PErHCTpPAllMU COOBITUH 0e30MacHOCTH (CHUCTEMHBIX
KYpHAJIOB);

—  TOJy4eHHMs TBEPJOU KomMHM (IeyaTH) )KypHaia perucTpanuu COObITUI 6€301aCHOCTH;

—  YHOOPSAJOYEHMs >KYPHAJIOB, a TaKKe YCTAaHOBJICHUS OIPAHMYEHUM HAa CPOK HX
XpaHEHUs;

—  ONEPaTUBHOTO OMOBEIICHUS aIMUHUCTPATOPA 0€30MACHOCTH O HAPYIICHHSIX.

[Ipu peructpauuu coObITHII 0€30MACHOCTH B JKypHalle JIOJDKHA (PUKCHPOBATHCS
cienyroiast tHGOpMaIus:

—  JlaTa ¥ BpeMsl COOBITHS;

—  uaeHTU(PUKATOP CYOBEKTa, OCYIIECTBISIONIETO PETUCTPUPYEMOE IEHCTBUE;

—  JelcTBUE (TUI AOCTYIIA).

5.10.KonTpois 3 peKTHBHOCTH CUCTEMBI 3aIIUTHI

KouTponbs 3pPeKTUBHOCTH 3alUThl MEPCOHATBHBIX AAHHBIX OCYIIECTBISETCS C LENbI0
CBOEBPEMEHHOI'O0 BBISBICHUSA U IPEIOTBPALCHUS YTCYKM IEPCOHAIBHBIX JAHHBIX 3a CYET
HECAHKIMOHUPOBAHHOIO JOCTYIAa, a TaKKe MPEAYNPEkKICHUS BO3MOXKHBIX CIEHHAIBHBIX
BO3JICVCTBUM, HAIIPABICHHBIX HA YHUYTOXCHHE NEPCOHANBHBIX JaHHBIX, Pa3pyLICHUE CPEICTB
uHpopmaruzanu. KOHTpOIb MOXKET TMNPOBOAUTHCA MPUBICKAEMBIMU JJIs AITOW  LIEIH
OpraHU3alUsAMU, UMEIOLUMU JTULEH3UIO Ha 9TOT BUJ AEATCIBHOCTH.

Ouenka »(G(EKTUBHOCTH MEp 3allUTHl TMEPCOHAIBHBIX JAHHBIX TMPOBOJAUTCS C
WCMOJIb30BAHUEM TEXHUYECKHX U MPOrPAaMMHBIX CPEJCTB KOHTPOJS Ha MPEIMET COOTBETCTBUS
YCTaHOBIIEHHBIM TPEOOBAHUSIM.
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